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protected.  Netwar  is  one  tool  of  Information  Warfare  that  the  operational 
commander  can  use  in  defensive  and  offensive  operations  to  gain  information 
dominance.  Netwar  targets  military  or  civilian  non-weapons  computer  networks 
to  gain  a  military  advantage  while  it  protects  one’s  own  systems  from  attack. 
With  an  overview  of  Netwar  concepts,  this  paper  explores  the  benefits  of  Netwar 
for  the  commander,  the  defensive  and  offensive  decisions  that  must  be  made, 
and  some  prescriptions  for  the  future  that  will  enable  the  commander  to  fight  and 
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The  Challenge  of  Netwar  for  the  Operational  Commander 

I.  Introduction 

“The  world  isn’t  run  by  weapons  anymore,  or  energy,  or  money.  It’s  run  by  little  ones  and 
zeros,  little  bits  of  data.  It’s  all  just  electrons.  ...There’s  a  warouX  there.. .A  world'Hds.  And 
it’s  not  about  who’s  got  the  most  bullets.  It’s  about  who  controls  the  information”  ^ 

The  United  States  is  in  the  midst  of  a  tremendous  transformation  of  world  history 
that  is  creating  a  new  social,  economic,  and  political  order.  The  explosion  of  computer 
technology  and  the  desire  for  global  interconnectedness  have  created  an  Information 
Revolution  linking  nations,  companies,  and  peoples.  This  technological  sophistication 
has  provided  a  means  by  which  to  achieve  superiority  as  an  economic  and  military 
power.  Our  increasing  reliance  on  this  technology  for  the  efficient  exchange  of 
personal,  corporate,  and  government  information  is  not  without  risk.  Consequently, 
information  is  now  a  “strategic  asset  worthy  of  conquest  and  destruction.”  2  The  threat 
of  intrusions  to  U.S.  domestic  and  military  infrastructure  and  information  systems  is  very 
real  and  has  the  potential  to  affect  the  national  security  of  the  United  States  now  and 
into  the  twenty-first  century.  “Information  Warfare  is  coming.  For  some,  it  has  already 
arrived.”  ^ 

This  new  Information  Age  of  technology  is  impacting  every  facet  of  our  daily 
lives,  and  it  is  affecting  how  the  military  conducts  war  today  and  in  the  future.  Network 
communications  systems  have  become  increasingly  vital  for  our  civilian  and  military 
communities.  As  a  result.  Information  Warfare  (IW)  will  continue  to  develop  into  an 
important  weapon  for  today’s  operational  commander  who  depends  on  the  processing 
of  large  volumes  of  information  through  the  use  of  various  networks  and  databases. 
Network  warfare,  or  “Netwar,”  is  one  aspect  of  IW  that  the  commander  must  be  able  to 
use  effectively  in  the  twenty-first  century.  Today’s  commander  must  anticipate,  plan, 
and  integrate  Netwar  into  his  war-fighting  arsenal.  The  commander  must  understand 


Netwar  as  it  relates  to  operational  design,  successfully  secure  his  own  friendly 
information  systems,  and  work  Netwar  offensively  against  a  variety  of  potential 
adversaries.  This  paper  explores  the  benefits  Netwar  holds  for  the  commander  and  the 
defensive  and  offensive  decisions  that  must  be  considered  as  he  strives  to  successfully 
manipulate  information  systems  to  his  advantage  while  thwarting  those  of  his 
adversary.  Ultimately,  it  may  be  the  operational  commander’s  understanding  of  the 
strengths  and  limitations  of  Netwar  and  his  application  of  that  knowledge  that  will 
determine  his  success. 

II.  Information  Concepts 

“Information  is  the  only  asset  that  can  be  in  two  places  at  the  same  time.” 

—  Charles  Robertello 

Information  is,  to  a  large  extent,  synonymous  with  knowledge.  It  includes 
“knowledge  such  as  facts,  data,  or  opinions,  including  numerical,  graphic,  or  narrative 
forms,  whether  oral  or  maintained  in  any  medium.”  ^  Today,  information  is  increasingly 
becoming  “the  currency  of  true  military  and  economic  power."  ®  Information  must  be 
protected;  as  a  result,  the  military  has  recently  begun  to  define  Information  Warfare. 
One  such  definition  describes  Information  Warfare  (IW)  as  “...actions  taken  to  achieve 
information  superiority  in  support  of  national  strategy  by  affecting  adversary  information 
systems  while  leveraging  and  defending  our  own  information  and  systems.”  ^  As 
shown  in  Figure  1 ,  the  concept  of  Information  Warfare  transcends  all  levels  of  warfare 
(strategic,  operational,  and  tactical)  and  includes  a  wealth  of  concepts.®  At  the  strategic 
level,  IW  may  involve  political,  military,  economic,  and  social  targets.  It  involves  both 
offensive  capabilities  as  well  as  defensive  vulnerabilities.  The  goal  of  IW  is  to  achieve 
information  superiority,  or  “information  dominance.”  This  dominance  is  viewed  as  a  key 
to  a  decisive  advantage  over  an  adversary  both  in  technological  and  economic 
competition  and  in  conflict. 
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Adapted  from  the  figure  in  Gerald  Burnette’s  “Information:  The  Battlefield  of  the  Future,” 
Surface  Warfare.  July/August  1 995,  p.  8. 

Created  by  the  author  to  illustrate  a  conception  of  Netwar  within  the  Information  Warfare 
Spectrum. 
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Much  has  been  written  about  one  subset  of  Information  Warfare:  Command 
and  Control  Warfare  (C2W).  While  its  definition  too,  is  still  evolving, ^  C2W  is  described 
as  “the  military  strategy  that  implements  IW  on  the  battlefield  and  integrates  physical 
destruction.”  Generally  speaking,  while  IW  is  an  all-inclusive  term  describing 
political,  economic,  and  military  aspects,  C2W  deals  primarily  with  Information 
Warfare’s  military  aspects. 

A  new  subset  of  Information  Warfare  has  been  recently  termed  “Netwar.”  ^2  Like 
C2W,  it  too  involves  executing  offensive  and  defensive  operations;  Netwar  involves 
conducting  these  operations  on  military  or  civilian  non-weapons  computer  networks  to 
gain  a  military  advantage. Netwars  could  be  largely  “non-military,”  but  they  could 
have  dimensions  that  overlap  into  military  warfare.  Looking  at  Figure  2,  one  can  see 
that  Netwar  (See  the  dotted  lines)  represents  a  “new  entry  in  the  spectrum  of  conflict 
that  spans  economic,  political,  social,  as  well  as  military  forms  of  war.”  Netwars 
specifically  target  information  and  communications  systems.  The  weapons  of  Netwar 
are  extensive.  They  range  from  software  devices  such  as  viruses,  trap  doors,  sniffers, 
worms,  and  data  interception  techniques  to  hardware  devices  that  use  High  Power 
Microwaves  (HPM),  Electromagnetic  Pulse  (EMP),  Van  Eck  radiation,  HERF  Guns  and 
active  wiretapping.  Readily  available  today,  these  hard/soft  kill,  overt/covert  weapons 
can  be  used  independently  or  in  any  combination  to  help  achieve  the  commander’s  or 
adversaries’  warfare  goals.  Netwar,  whether  described  as  a  new  subset  of  IW  or  a 
future  extension  of  the  evolving  concept  of  C2W,  is  an  important  concept  that  must  be 
understood  by  the  operational  commander. 

III.  Netwar  and  the  Commander 

“We  have  crossed  the  threshold.  We  have  to  change  fast  to  be  able  to  fight  and 
win  in  the  information  age.  It’s  time  to  be  proactive  and  keep  the  Navy  ahead  of  the 
information  bow  wave.  It  is  clear  to  me  that  information  has  become  a  major  factor  in 
warfare  and  will  grow  in  importance  in  the  next  century.  I  challenge  you  all  to  join  me  as 
we  redefine  how  wars  are  fought  and  won.”  —Admiral  J.M.  Boorda^® 
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Revolution  In  Military  Affairs.  In  this  Information  Age,  knowledge  has  now  become 
synonymous  with  power.  The  technology  that  pervades  nearly  every  aspect  of  our 
daily  lives  has  created  a  Revolution  in  Military  Affairs  that  is  changing  and  influencing 
military  thinking  and  planning.  Consequently,  this  change  in  modern  warfare  is  being 
compared  to  the  revolutions  that  brought  about  the  mechanization  of  land  forces  and 
the  development  of  airpower. 

In  the  past,  the  United  States  relied  heavily  upon  the  use  of  conventional 
weapons,  in  conflicts  typically  centered  around  land  and  capital.  Now,  the  trends  in 
modern  warfare  pursue  a  new  form  of  capital:  information.  Information  dominance  in 
competition  and  in  conflict  may  bring  national  power."'®  Because  information  brings  the 
promise  of  power,  it  is  fast  becoming  a  new  center  of  gravity:  one  who  controls  that 
center  of  gravity,  in  essence,  holds  the  power.  As  we  increasingly  interact  through 
networks  that  link  civilian  and  military  information  systems  together,  the  more  likely  it  is 
that  conflicts  will  arise  on  those  systems.  Our  extensive  reliance  on  these  network 
systems  increases  our  vulnerability  to  attack  by  our  adversaries.  U.S.  information 
systems  are  attacked  daily;"''^  it  is  only  a  matter  of  time  before  conflicts  or  warfare  will 
take  place  on  these  same  vital  network,  communication,  and  data  systems. 

In  warfare,  where  the  goal  is  to  win  in  a  conflict  with  one’s  adversary,  the 
commander  must  choose  the  weapons  that  give  him  an  advantage  over  that  adversary. 
In  the  fight  for  information  dominance,  the  use  of  computers,  technology,  and  networks 
of  Netwar  can  give  the  commander  that  advantage.  The  commander  must  anticipate 
the  operational  context  of  Netwar  so  that  he  can  maximize  its  impact  on  potential 
courses  of  action. 

Netwar  In  Context.  For  the  commander,  the  Information  Revolution  directly  influences 
the  operational  context  from  which  he  must  work  in  conflict  situations.  Pursuing 
information  dominance,  the  commander  may  opt  not  to  annihilate  his  adversary,  but 
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rather  to  “paralyze”  or  “blind”  him  in  battle,  or  he  may  decide  to  do  both.  Using 
computers  and  network  systems  as  his  tools,  he  will  target  his  adversary’s  command 
and  control  systems,  aiming  to  slow  down  his  adversary,  and  to  introduce  uncertainty 
into  the  enemy’s  Observe,  Orient,  Decide,  and  Act  (OODA)  Loop.  Information  systems 
will  allow  the  commander  to  share  common  situational  awareness  with  his  forces  on  an 
extended  battlefield  in  near  real  time,  enabling  him  to  make  adjustments  quickly  and 
efficiently,  as  necessary.  He  can  plan,  synchronize,  and  execute  complex  maneuvers. 

The  weapons  of  Netwar  allow  a  flexibility  in  the  degree  of  lethality  that  can  be 
imposed  on  an  adversary’s  center  of  gravity.  Executed  with  precision,  Netwar  weapons 
can  reduce  collateral  damage  while  at  the  same  time,  increase  the  destructiveness  of  a 
strike.  Netwar  could  be  used  to  put  pressure  on  an  adversary  to  change  his  behavior 
and  avert  further  conflict.  It  may  also  be  used  by  the  commander  to  help  control  the 
possible  escalation  of  a  conflict. 

The  Information  Age  is  transforming  military  operations  by  providing 
commanders  with  information  that  is  “unprecedented  in  quantity  and  quality.”  The 
increased  data  can  provide  the  commander  with  a  superior  understanding  of  the  conflict 
situation  in  a  short  period  of  time  so  that  he  can  make  the  appropriate  decisions  quickly. 
Ultimately,  this  information  dominance  will  speed  up  the  tempo  of  operations  and 
outpace  the  enemy’s  decision-making  cycle.  The  commander’s  ability  to  gain 
information  and  interpret  it  more  carefully  and  quickly  than  his  adversary  is  the  key  to 
winning  on  the  Netwar  battlefield. 

Intelligence,  Not  Just  Information.  Modern  warfare  forces  the  commander  to 
make  decisions  at  a  high  tempo,  often  under  conditions  of  great  uncertainty.  As  the 
quantity  of  data  and  the  role  of  the  commander  both  increase,  it  is  very  likely  the 
precision  and  timeliness  of  the  information  will  decrease.^o  Mistakes  such  as  the 
Iranian  Airbus  shoot-down  by  the  U.S.S.  Vincennes  (CG  49)  can  happen.  What 
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becomes  increasingly  vital  to  Netwar  operations  is  not  more  data,  but  quality  that 
has  been  interpreted  into  quality  intelligence.  Effective  decision-making  can  only  take 
place  when  there  has  been  a  reduction  of  uncertainty  in  a  timely  fashion.  That 
uncertainty  can  be  reduced  by  commanders  who  properly  direct  intelligence  efforts  so 
that  information  about  the  enemy  is  as  complete  and  reliable  as  possible.^^  One 
cannot  collect  a// intelligence,  as  that  would  cause  “information  overload”  and  ultimately 
slow  down  the  commander’s  OODA  loop. 

No  data  system  today  can  meet  the  insatiable  demand  for  information  that  can 
take  place  in  a  conflict.  The  commander  needs  to  understand  intelligence  systems 
capabilities  and  their  limitations,^^  direct  the  gathering  of  intelligence  data  in  an 
ongoing  fashion  in  conflict  and  in  peacetime,  and  decide  what  is  needed  and  who 
should  get  what.  There  will  have  to  be  “a  certain  amount  of  appetite  suppression.”  ^3 

IV.  Netwar  in  a  Defensive  Posture 

“It  is  a  doctrine  of  war  not  to  assume  the  enemy  will  not  come,  but  rather  to  rely  on  one’s 
readiness  to  meet  him;  not  to  presume  that  he  will  not  attack,  but  rather  to  make  one’s 
self  invincible.”  — SunTsu^** 

The  Goals  of  Netwar.  With  today’s  upwardly  spiraling  technology,  there  is  no  such 
thing  as  a  “secure”  network  system.  Almost  every  file  that  is  stored  magnetically, 
transmitted  over  a  wireline,  radio  or  fiber-optic  link  is  subject  to  interception  by  an 
adversary.25  Nearly  every  component  of  the  U.S.  military  and  its  supporting 
infrastructure  is  highly  dependent  on  its  information  and  information  systems.  The 
United  States,  the  most  technologically  advanced  country  in  the  world,  is  without 
question  the  most  vulnerable  to  Netwar. 

One  goal  of  Netwar  is  to  provide  the  commander  with  the  information  necessary 
to  seize  and  maintain  information  dominance  over  his  adversary.  That  data  is  collected 
through  the  use  of  friendly  network  and  communications  systems.  However,  the 
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commander  must  be  able  to  trust  incoming  information  and  be  assured  that  it  has  not 
been  contaminated  or  corrupted  in  any  way.  Without  the  certainty  that  comes  from 
trusted  information,  the  commander  cannot  make  intelligent,  effective  operational 
decisions  during  a  conflict  or  in  peacetime. 

The  most  crucial  aspect  of  Netwar  is  the  ability  of  the  U.S.  to  defend  its  network 
infrastructures  from  intrusion  and  compromise  by  potential  adversaries.  With  tens  of 
thousands  of  computers  all  interconnected,  the  damage  that  can  be  inflicted  by  a  single 
computer  or  a  computer-controlled  network  is  incredible.  In  1994,  the  Joint  Security 
Commission  called  the  U.S.  vulnerability  to  Information  War  “the  major  security 
challenge  of  this  decade  and  possibly  the  next  century.”  ^7  The  United  States  must  be 
able  to  defend  its  defense  network  infrastructure,  otherwise,  military  readiness  will  be 
compromised. 

Defensive  Netwar  measures  must  be  taken  on  a  continual  basis  in  peacetime 
and  in  conflict.  The  Pentagon  alone  is  probed  electronically  by  outsiders  “close  to  500 
times  a  day.”  We  must  expect  there  will  be  continuous,  deliberate  attempts  to 
destroy  or  damage  our  information  infrastructures  in  the  future.^s  The  commander 
must  seriously  assess  the  vulnerabilities  of  the  network  infrastructures  in  his  area  of 
responsibility,  evaluate  the  possible  actions  of  potential  adversaries,  and  make 
informed,  prioritized  decisions  to  take  the  necessary  defensive  actions  to  secure  his 
network  systems. 

Assessment  of  Vulnerabilities.  The  commander  must  become  familiar  with  the 
particular  vulnerabilities  of  his  systems.  He  may  choose  to  do  so  by  contacting  the 
appropriate  Information  Warfare  authorities^^  for  updated  assessment  of  current 
vulnerabilities.  Assessment  must  be  made  on  an  ongoing  basis  through  purposeful 
attempts  to  infiltrate  one’s  own  systems. 
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Netwar  is  particularly  difficult  to  assess  and  defend  against  because,  unlike 
attacks  using  conventional  weapons,  it  can  be  difficult  to  know  when  one  has  been 
attacked  on  a  network.  Although  the  Department  of  Defense  (DoD)  does  not  openly 
discuss  computer  security  breaches,  one  Defense  agency  conducted  its  own  mock 
attacks  on  more  than  8,000  DoD  computers  over  the  last  two  years.  The  Defense 
Information  Systems  Agency’s  (DISA)  team  was  able  to  break  into  more  than  88%  of 
the  computers.  Even  more  alarming,  less  than  5%  (of  the  7,860  systems  penetrated) 
realized  they  had  been  attacked,  and  only  5%  of  those  reported  the  incidents  to 
authorities. 

It  would  be  an  extremely  costly  and  lengthy  process  to  provide  widespread 
protection  of  civil  and  military  infrastructures  to  make  them  more  robust  against 
degradation.  ^2  vVe  cannot  defend  against  a// vulnerabilities  to  a  network  system.  In 
light  of  that  fact,  it  is  important  that  the  commander  take  inventory  of  each  known 
vulnerability  to  the  systems  in  his  area  of  responsibility  and  assess  the  value  of  the 
vulnerable  information.  The  information  that  is  most  critical  to  national  security  would 
be  the  most  vital  information  to  protect,  while  information  whose  corruption  or 
interruption  would  not  compromise  national  security  would  fall  lower  on  the  list  of 
priorities.  Through  critical  assessment  of  his  vulnerabilities,  the  commander  takes  the 
first  step  in  prioritizing  his  information  assurance  needs.  Only  then  can  he  begin  to 
meet  the  most  crucial  defensive  Netwar  needs  of  his  theater. 

The  Threat.  The  present  vulnerabilities  of  the  United  States  to  Netwar  are  of  greater 
concern  right  now  than  the  known  threats.  However,  in  the  coming  years,  the  number 
of  nations  and  individuals  with  the  capability  to  access  and  damage  our  systems  should 
grow  substantially.33  The  operational  commander  must  carefully  and  continually 
evaluate  the  potential  for  any  adversary  to  attack  our  systems.  He  must  become  very 
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familiar  with  who  these  adversaries  are  or  could  be,  what  their  capabilities  are,  and 
what  their  intentions  are  as  well. 

With  the  shrinking  price  of  high-performance  computers,  coupled  with  the 
proliferation  of  high-speed  digital  communications,  the  threat  of  Netwar  rises,  and  more 
and  more  foreign  governments  and  non-government  groups  and  individuals  become  a 
threat  to  U.P  security-^"^  In  the  highly  unpredictable  post  Cold  War  age  in  which  we 
live,  the  commander  cannot  make  assumptions  as  to  who  his  adversaries  will  be. 
Tomorrow’s  enemy  may  or  may  not  be  a  nation-state.  We  may  find  ourselves  attacked 
by  adversaries  such  as  clans,  terrorists,  ethnic  factions,  religious  groups,  or  drug 
cartels. 

The  commander  cannot  assess  an  adversary  strictly  by  measuring  capability.  In 
a  sense,  capability  is  a  given.  Much  of  the  technology  that  is  needed  is  widely 
available  at  a  low  cost.  Even  an  adversary  who  does  not  have  the  capability  to  wreak 
havoc  can  have  access  to  state-of-the-art  knowledge  and  equipment  by  finding  a 
“Hacker  for  Hire”  for  the  right  price.  The  commander  must  shift  his  attention  to  the 
motivations  or  intentions  of  a  potential  adversary.  Very  often,  careful  consideration  of 
those  intentions  will  give  a  better  defense  barometric  reading  than  a  measure  of 
capability  alone.  If  a  potential  U.S.  target  is  vulnerable  and  is  vita!  to  our  national 
interests  and  an  adversary  has  the  capability  and  intention  to  disrupt  that  particular 
target,  then  the  commander  must  work  to  protect  that  system. 

The  Defense.  The  operational  commander  has  four  defensive  approaches  to  thwart 
potential  adversaries:  prevention,  detection,  limitation,  and  recovery?^  While 
prevention  may  be  the  most  attractive  option  of  all,  it  may  not  be  the  most  feasible  for 
all  systems.  The  commander  should  consider  a  cost-benefit  analysis  to  determine  what 
action  is  the  most  appropriate  for  a  given  system  .^6 


10 


♦  Prevention.  Successful  prevention  measures  leave  the  intruder  completely 
blocked  from  a  system.  Computer  facilities  must  be  made  secure  from  intrusion.  This 
can  be  done  by  ensuring  the  physical  design  of  those  structures  and  the  computer 
hardware  itself  are  protected  so  that  electronic  emissions  cannot  be  intercepted  by  an 
adversary.  Encryption  software  and  hardware  should  be  used  on  the  most  crucial 
information.  Security  personnel  must  receive  ongoing  training  and  be  monitored  to 
ensure  that  they  follow  through  on  all  necessary  security  measures.  A  majority  of 
security  breaches  could  be  prevented  if  personnel  enforced  the  security  guidelines 
already  in  place.^^ 

♦  Detection  of  an  intruder  is  a  very  difficult  task.  DISA  has  estimated  that  only  5% 
of  all  attacks  on  military  systems  through  the  Internet  are  detected.^®  Viruses  and  other 
passive  intrusions  may  lay  dormant  for  years  without  detection.  Because  it  is  so  difficult 
to  know  if  one  has  been  attacked,  one  cannot  rely  on  detection  systems  alone  for 
defense.  The  commander  must  maintain  the  integrity  of  his  computer  systems  by 
running  comparison  checks  with  other  systems  and  use  passive  detection  devices  such 
as  sniffers  to  protect  systems  from  being  purposefully  overloaded  by  an  adversary. 

♦  Limitation.  Very  often,  computer  networks  are  protected  by  limiting  access  to 
information  systems  through  various  user  ID  and  firewall  procedures.  Because  no 
system  is  100%  protected,  these  limitation  procedures  may  give  a  false  sense  of 
security  to  those  who  rely  on  them.  It  is  only  a  matter  of  time  and  persistence  before  an 
intruder  will  get  through.  As  Douglas  Waller,  a  Time  magazine  journalist  explains,  “The 
toughest  Pentagon  computer  to  crack  is  the  first  one;  once  inside,  nearly  90%  of  the 
other  computers  linked  to  the  first  computer  will  recognize  the  intruder  as  a  legitimate 
user.”  Obviously,  extremely  sensitive  information  must  be  protected  by  other  means 
if  at  ail  possible. 
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♦  Recovery.  The  commander  must  guard  against  attack  by  planning  and 
preparing  for  a  possible  strike  against  vital  network  systems.  These  systems  must  be 
recovered  as  quickly  as  possible,  so  that  military  effectiveness  and  readiness  are  not 
compromised.  Backup  systems  must  be  maintained  so  that  systems  can  be  restored  to 
their  previous  working  potential. 

Defensive  measures  must  be  taken  on  a  continual  basis  to  ensure  the  certainty 
of  our  information  systems.  We  cannot  become  complacent.  As  computer  capacity 
continues  to  double  every  two  years  and  will  probably  continue  to  do  so  for  the  next  few 
decades, the  speed  and  complexity  of  computer  systems  will  increase  at  an 
astronomical  rate.  It  will  become  increasingly  difficult  to  defend  our  information 
systems  of  today  against  the  technology  of  tomorrow.  We  must  endeavor  to  always 
stay  a  few  steps  ahead  of  our  adversaries. 

V.  Offensive  Use  of  Netwar 

“In  order  to  win  victory  we  must  try  our  best  to  seai  the  eyes  and  ears  of  the 
enemy,  making  him  blind  and  deaf,  and  to  create  confusion  in  the  minds  of  enemy 
commanders,  driving  them  insane.”  —Mao  Tse-Tung 

Ideally,  in  peacetime  or  in  conflict,  the  commander  would  seek  to  keep  his 
adversaries  from  being  able  to  gain  knowledge  of  U.S.  forces,  or  learn  of  U.S. 
intentions.  If  engaged  in  a  conflict  situation,  the  commander  should  strive  to  thwart  the 
enemy  leader’s  efforts  to  communicate  among  his  own  units.'*^  |f  successful,  the 
commander  will  be  able  to  work  comfortably  in  his  OODA  Loop  while  disrupting  the 
decision-making  cycle  of  his  opponent.  This  will  force  the  enemy  to  lose  the  initiative, 
and  cause  the  enemy  to  resort  to  a  reactive  mode  of  operation.  ^*3 

Before  the  commander  can  take  such  actions  effectively,  he  must  have  a  clear 
understanding  of  the  overall  mission.  Ongoing  peacetime  planning  must  involve  the 
development  and  maintenance  of  offensive  Netwar  capabilities  and  resources. 
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Through  continuous  peacetime  activities,  the  Netwar  commander  will  be  able  to 
observe  the  situation,  orient  available  forces  to  meet  the  perceived  threat,  decide  a 
course  of  action  to  counter  the  threat,  and  then,  in  conflict,  act  in  a  quick  and  decisive 
manner. 

Observe.  The  commander  must  have  an  understanding  of  his  adversary’s  (or 
potential  adversaries’)  Netwar  vulnerabilities  long  before  the  time  of  conflict,  and  he 
should  focus  on  those  adversaries  most  likely  to  attack.  The  commander  will  need  to 
know  who  the  advei.,ary  is,  what  makes  him  “tick,”  where  his  vulnerabilities  are,  and 
what  it  may  take  to  weaken  his  will.  An  effective  commander  will  know  the  last  step 
before  he  takes  the  first."^"^  Measures  should  reflect  war  termination  goals  for  post  war 
reconstruction.  It  is  easier  to  rebuild  an  adversary’s  disabled  system  vice  a  destroyed 
one.  The  commander  will  devise  a  course  of  action  that  clearly  states  the  Netwar 
objectives  and  not  lose  sight  of  those  goals  in  the  heat  of  conflict.  Although  he  will  have 
the  choice  of  a  full  range  of  weapons  of  attack,  he  will  choose  those  that  have  the 
potential  to  deliver  the  most  effective  blow  in  the  most  efficient  manner  possible.  The 
most  effective  blow  may  be  quick  and  decisive,  or  may  just  cause  confusion  for  the 
enemy  for  a  short  time.  Properly  executed  Netwar  can  bring  an  adversary  to  his  knees 
by  hitting  him  swiftly  in  his  most  vulnerable  network  systems,  without  necessarily 
physically  destroying  those  systems.  Or,  Netwar  can  slowly  degrade  an  adversary’s 
information  systems  to  the  point  that  the  enemy  no  longer  trusts  the  information  on 
those  systems. 

Properly  directed  intelligence  efforts  will  assist  the  commander  as  he  develops  a 
situational  awareness  of  the  adversarial  conflict.  Understanding  of  the  enemy’s  culture 
and  his  perspective  as  well  as  his  military  infrastructure  and  information  systems 
architecture  will  facilitate  the  commander  in  his  efforts  to  select  appropriate  Netwar 
targets  of  vulnerability  and  nodes  of  attack. 
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Orient.  The  orientation  surrounding  target  selection  is  perhaps  the  most  challenging 
dimension  of  offensive  Netwar  for  the  operational  commander.  The  decisions  regarding 
the  selection  and  prioritization  of  targets  will  involve  political,  cultural,  and  military 
decisions.  The  identification  of  an  adversary’s  centers  of  gravity  and  the  assessment  of 
the  consequences  of  their  neutralization  must  be  as  precise  as  possible  so  that  the 
appropriate  weapon(s)  can  be  chosen  for  the  job.'^^ 

Because  Netwar  involves  information  systems  and  infrastructures,  careful  study 
of  the  adversary’s  systems  during  peacetime  will  yield  the  most  effective  results  during 
a  conflict.  Intelligence-gathering  operations  would  involve  the  collection  of  information 
regarding  the  information  infrastructure  of  the  adversary,  the  important  links  within 
those  systems,  and  how  those  systems  depend  upon  each  other.'^® 

First,  one  must  determine  which  systems  are  the  most  important  to  the 
adversary,  as  well  as  which  systems  could  pose  a  threat  to  our  forces’  systems  we  may 
choose  to  employ.  The  commander  and  his  planners  should  determine  which  links  in 
the  system  are  susceptible  Xo  degradation,  accessible  Xo  friendly  forces,  and  feasible  Xo 
attack.  If  these  links  or  “nodes”  in  a  system  meet  these  three  criteria,  then  they  are 
considered  "vulnerable.”  Each  vulnerable  node  must  then  be  evaluated  to  determine 
how  critical  it  is:  that  is,  is  an  attack  on  the  node  by  the  commander  necessary  to  meet 
the  overall  objectives  or  goals  of  the  conflict?  If  these  vulnerable  nodes  meet  these 
goals,  then  the  commander  must  determine  the  priority  level  of  each  of  these  targets. 

Decide.  The  kinds  of  targets  that  may  be  compromised  are  numerous.  The 
decision  regarding  what  to  target  is  dependent  upon  the  nature  of  the  conflict.  One 
may  decide  to  target  a  physical  computer  network,  a  computer  support  structure,  or  a 
particular  product  of  a  network.  It  may  be  that  the  targeting  priority  against  an 
adversary  would  resemble  the  one  employed  in  the  air  battle  against  Iraq.  Col.  John  A. 
Warden,  III  of  the  Air  Staff  Plans  Directorate  developed  a  schematic  that  rank-ordered 
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the  components  of  the  adversary  as  follows:  leadership,  material  essentials, 
infrastructure,  the  people,  and  the  military  Netwar  would  conc*^  ’trate  on  those 
infrastructures  and  information  systems,  both  military  and  civilian,  that  would  cut  off  the 
adversary  leadership  from  its  supporting  infrastructure  and  deny  or  disrupt  those 
systems. 

The  method  of  attack  against  a  target  can  be  overt  or  covert.  There  are  a 
number  of  modes  of  attack  that  can  be  employed  and  they  fall  along  a  continuum  of 
destruction  (See  Figure  3).  In  Netwar,  the  commander  can  choose  to  ignore,  intercept, 
disrupt,  corrupt,  manipulate,  control,  or  physically  destroy  the  network  systems  or 
products  of  those  systems.'^^  The  decision  of  which  mode  to  utilize  on  which  system 
will  not  be  made  by  the  operational  commander  alone.  The  National  Command 
Authority  would  have  to  approve  some  types  of  non-traditional  military  operations 
(economic  and  political  targets  /  networks)  before  they  could  be  pursued. 

Act.  When  it  is  time  to  act  upon  the  adversary,  the  preparedness  of  the  operational 
commander  will  become  most  evident.  Netwar  planning  and  operations  are  multi¬ 
dimensional,  involving  the  coordination  of  diverse  forces  to  strike  most  effectively  at  the 
weakest  and  most  decisive  points.  Timing  can  be  paramount:  strike  too  soon,  and  the 
adversary  may  be  able  to  recover.  Strike  too  late  and  the  action  is  useless. 

The  final  decision  to  act  upon  targets  could  be  influenced  by  political,  moral,  and 
practical  issues  as  well.  Netwar  does  not  take  place  in  a  vacuum.  It  can  affect  a 
conflict  across  a  number  of  social  and  moral  issues.  In  this  day  and  age  of  instant 
media  coverage,  one  cannot  ignore  the  political  ramifications  of  a  decision  to  act  upon  a 
target  that  the  American  or  international  public  may  deem  inappropriate  or  inhumane. 
In  the  future,  Netwar  may  be  used  to  prevent  conflicts  from  escalating  to  the  use  of 
conventional  forces.  Some  believe  it  may  even  replace  conventional  warfare  as  the 
non-lethal  weapon  of  the  future. 
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FIGURE  3 

Modes  of  Netwar  Attack  and  Examples 
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“The  supreme  excellence  is  not  to  win  a  hundred  victories  in  a  hundred  battles.  The 
supreme  excellence  is  to  subdue  the  armies  of  your  enemies  without  even  having  to  fight 
them.”  —  Sun  Tsu  ^ 

VI.  Recommendations  and  Final  Thoughts 

“The  ultimate  goal  is  simple:  Give  the  battlefield  commander  access  to  all  the  information 
needed  to  win  the  war.  And  give  it  to  him  when  he  wants  it,  where  he  wants  it,  and  how 
he  wants  it.”  —  General  Colin  L.  Powell 

As  the  realities  of  the  Revolution  in  Military  Affairs  merge  with  the  realities  of  the 
post  Cold  War  world,  the  U.S.  military  will  need  to  make  some  organizational 
adjustments  to  keep  pace  in  the  years  ahead. 

While  it  is  necessary  to  maintain  separate  IW  communities  within  each  of  the 
armed  services,  it  is  imperative  that  continuous  joint  planning  be  undertaken  to  ensure 
the  efficient  coordination  of  all  Netwar  activities.  The  centralization  of  Netwar  planning 
will  guard  against  redundancy  of  information  collection  efforts  and  help  to  ensure  the 
stealth  of  covert  operations.  In  peacetime  and  in  conflict,  the  coordination  must  be 
such  that  all  communities  are  well  aware  of  what  each  of  the  others  is  doing.  The 
operational  commander  must  decentralize  Netwar  at  the  execution  level  to  maximize 
the  flexibility  of  the  field  operations.  In  addition,  the  close  working  relationship  required 
between  the  operational  and  intelligence  communities  necessitated  in  Netwar  may 
require  those  specialties  to  merge  in  the  future. . 

In  this  era  of  force  downsizing,  there  is  a  planning  dilemma  as  the  operational 
commander  must  strike  the  appropriate  balance  between  the  need  to  invest  in  future 
technologies  while  maintaining  an  adequate  force  structure.  While  some  argue  we 
should  be  upgrading  in  our  current  capabilities,  others  argue  that  Netwar  and 
Information  Warfare  will  replace  the  need  for  conventional  weapons.  Further  reductions 
in  forces  may  require  the  consolidation  of  specialties  and  the  training  of  troops  who  are 
capable  of  flexible  multitasking. 
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The  distinctions  between  civil  and  military  communications  and  information 
systems  will  continue  to  blur.  The  traditional  boundaries  between  what  is  the  military 
domain  and  what  is  the  non-military  domain  will  increasingly  fade.  As  a  consequence 
of  downsizing  and  the  commercial  drive  of  the  civilian  market,  the  military  will  grow 
dependent  upon  the  private  sector  to  support  it  through  civilian  technological 
innovation.  The  military  is  lagging  as  opposed  to  leading.^^  jhe  operational 
commander  must  recognize  the  shift  in  civilian  and  military  technology  that  is  taking 
place  and  make  strides  towards  a  productive  civil-military  relationship  in  the  future. 

“The  only  thing  harder  than  getting  a  new  idea  into  the  military  mind  is  to  get  an  old  one 
out.”  —  B.  H.  Liddell  Hart^s 
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